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The development and inspiration of EU civil aviation

network security legislation

—Taking the EU’s Nerwork and Information System Security Directive 2. 0 as an example

XIE Xiaodan
(School of International Law , East China University of Political Science and Law,

Shanghai 200042, China)

Abstract: In order to deal with network threats and establish an integrated EU network security
system, the EU issued Directive 2016/1148 in 2016. However, due to differences and conflicts in
practices among the EU member countries, the directive has not achieved the desired implementation
effect. In order to eliminate differences and adapt to new changes in network threats, the EU issued the
Network Security and Information Systems Directive 2. 0 in December 2022, which reformed some
provisions of the former directive, including three types of civil aviation entities under the jurisdiction of
“basic entities”, and stipulated measures for network security, risk management and obligations for
reporting network threats and incidents. The Cybersecurity Law of the People’s Republic of China
provides strategic guidance and legal basis for China’s network security work, but lacks specific rules in
the field of civil aviation. China can promote the development and improvement of the civil aviation
network security legislation by building a comprehensive terminology system for civil aviation network
security, standardizing the subjects of civil aviation obligations, refining civil aviation network security
management measures, and improving the obligations of reporting network security incidents with the
reference to the EU’s Network Security and Information Systems Directive 2. 0.

Keywords: civil aviation; network security; the EU’s Network Security and Information Systems

Directive 2. 0; cybersecurity law; network and information system
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